Citrix Set up

Set up and Log in to Citrix

Objective:

This document shows new Citrix users how to set up and log in to their Citrix account.

Procedure

This document shows you how to set up and log in to your Citrix account as a new Citrix user.

Information

The following steps apply to users who have not set up a City of Calgary
Citrix account before.

This document and the steps shown in it are to be completed only after a
request for your Citrix account is submitted and has been completed.

If you have further questions after viewing the document, contact the IT Help
Desk at 403 268 8008.
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Information | You must ensure the computer you are working on is connected to the internet.

Step 1. To begin, click to launch Internet Explorer. (Or launch the browser that you use on
your computer.)

Snagltd

(P

Snagltd
Editor

=W 10
(e Ry

Page 2




Information | The browser will open in a new window as shown.

P~ & % | & Blank Page
File Edit View Favorites Tools Help % & Convert v [¥)Select
i - v [ g v Pagev Safetyv Toolsv @~ [,
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Information

The following steps are applicable when using an Internet Explorer browser.

If you are using a different browser, use the applicable browser security settings

accordingly.

Step 2.

Click the Tools menu.

To access the security settings for Internet Explorer,
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Click the Internet options menu.
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Step 4. Click on the Security tab.

—
Internet Options

Gener ‘Semrity Privacy I Content I Connections | Programs I Advanced

Home page
@ To create home page tabs, type each address on its own line.
) jabout: blank] B
[ Use current ] [ Use default ] [ Use blank
Browsing history

/l'_ Delete temporary files, histary, cookies, saved passwords,
v ,-‘ and web form information.

[ Delete browsing history on exit

Delete... H Settings ]

Search
p Change search defaults.
Tabs

"~ || Change how webpages are displayed in
tabs.
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Step 5.

Click the Trusted sites zone.

Next, to add the Citrix website as a trusted site,
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Select a zone to view or chan:

E security settings
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Local intrane]  Trusted sites estricted
sites
Internet
. Sites
This zone is for Internet websites,
except those listed in trusted and

restricted zones,

Security level for this zone

Custom

Custom settings.
- To change the settings, dick Custom level.
-To use the recommended settings, dick Default level,

Enable Protected Mode (requires restarting Internet Explarer)

[ Custom level... ” Default level ]

[ Reset all zones to default level ]

@ Some settings are managed by your system administrator,

Apply
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Click the Sites button.

P-rex

(& Blank Page
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Select a zone to view or change security settings,

@ & v O

Internet  Local intranet Restricted

el s

This zone contains websites that you
trust not to damage your computer or
your files.

You have websites in this zone.

Security level for this zone

Custom

Custom settings.
-To change the settings, dick Custom level,
-To use the recommended settings, dick Default level.

[ Enable Protected Mode (requires restarting Internet Explorer)
[ Custom level... ] [ Default level ]

[ Reset all zones to default level ]

@ Some settings are managed by your system administrator.
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Information

Zone.

e You may enter https://ctx.calgary.ca to add this website to the Trusted Sites

e If you are unable to modify this setting, move to the next step. However you
may be prompted later to confirm that the address is secure.

Click the Close button.

P-oX

x %Coﬂvert - @Select

& v 7 & @ v Page~ Safety~ Tools~ '@"ﬁ

Internet Options ? P

Trusted sites R —— - M

‘fou can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:
Add
Websites:
file: /feoc e Remove
file://cs1datal I

http: ffcfdlems. outstart.com
http: ffcfdims.outstart.com

[RPPR T

Require server verification (https:) for all sites in this zone

-
-
quires
[ Custom level... ” Default level ]

[ Reset all zones to default level ]

|ﬁ| Some settings are managed by your system administrator.
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Step 8.

Next, click the Custom level button.

Praex

2 Blank Page
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Internet Options uﬂ

General | Security |Pri\c’aq-I | Content I Connections I Programs I Advanc&dl

Select a zone to view or change security settings.
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Internet  Localintranet Trusted sites  Restricted
sites

Trusted sites

This zone contains websites that you
trust not to damage your computer or
your files.

You have websites in this zone.

Security level for this zone

Custom
Custom settings.
-To change the settings, dick Custom level,
-To use the recommended settings, dick Default level.

[ Enable Protected

rnet Explorer)

[ Custom level... Default level I

l Reset all zones to default level ]

@ Some settings are managed by your system administrator,
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Step 9. Click to scroll down the list of settings.

R-aX @ Elank Page
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*Takes effect after you restart Internet Explarer

Reset custom settings
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Step 10. To allow the signed Active X controls from the Citrix site to be downloaded,

Click the Enable option.

e\v’_')' @ P~ & X | S Blank Page
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*Takes effect after you restart Internet Explorer
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Step 11.

Click the Enable option.

To allow unsigned Active X controls from the Citrix site to be downloaded,

(=) about:blank
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Step 12. Click the OK button.
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*Takes effect after you restart Internet Explorer
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Step 13.

To accept the warning message,

Click the Yes button.

2 aboutblank P-dX (2 Blank Page
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Security Settings - Trusted Sites Zone - ‘ PY |
Settings
(@ Enable .
#| Display video and animation on a webpage that does not use

i S5

Are you sure you want to change the settings for this zone?

*Takes effect after you restart Internet Explorer
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Step 14.

To save your changes to the settings,

Click the OK button.
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Select a zone to view or change security settings.
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Internet  Localintranet Trusted sites  Restricted
sites

o
This zone contains websites that you

trust not to damage your computer or
your files,
You have websites in this zone.

Security level for this zone

Custom

Custom settings.
-To change the settings, dick Custom level,
-To use the recommended settings, dick Default level.

[T]Enable Protected Mode (requires restarting Internet Explorer)

[ Custom level... ” Default level ]

[ Reset all zones to default level ]

@ Some settings are managed by your system administrator,

I OK I Cancel Apply
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Information

e If you are using a PC, continue to the next step. If you are using a Mac, see

steps below.
e These steps show Mac users how to download the Citrix application:
1. In a web browser, go to http://receiver.citrix.com

2. Select to download the Receiver for Mac
3. Follow the instructions listed on the website

Step 15.

For PC users:
To begin the Citrix download steps,

Click in the browser's address bar.
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Type "www.citrix.com" into the address bar.

G- 6@

File Edif hittpe/fwww. citrix. com/ Shift + Enter

Add

Page 18




Step 17. Press [Enter] on your keyboard.

Information e You will be taken to the Citrix homepage.

e The next steps will show you how to download the Citrix application.

! 6\ & http:/fwww.citrix.com/

P-adx (= Powering mobile workstyle... %
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Watch videos >
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Support
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of 2013 Gartner Magic
Quadrant for Mobile Device
Management Software

Learn more »

@ Global Sites i My Account {Log In)

Mobilize and secure
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everywhere.

Explore Sharefile »
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Step 18.

Click on the Downloads link at the top of the page.

z @ 2 httpe/ S citrix.com/
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Step 19. Next, click on the Citrix Receiver link at the bottom of the page.

& hitp://wwow.citrin.com/downloads.html P ~ & X | 2 downloads - Citrix
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Information e A new window will open, prompting you to download and install the Citrix
application.

e You must click on this Download button and follow all the steps to complete
the installation.

o-2ex|a B Citrix Receiver
File Edit View Faverites Tools Help X %Convert v [B Select
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CiTRIX
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@ Citrix Receiver
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I Download Receiver for Windows I

Find Citrix Receiver for other platforms

Download previous versions of Receiver

© 1999-2012 Citrix Systems, Inc. All Rights Reserved | Terms of Use | Privacy

Page 22




Information

Once the Citrix download and installation are complete, you may open a new browser
window.

P-aX @ Elank Page
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Step 20. Click in the browser address bar.

(2 Blank Page
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Type "https://ctx.calgary.ca" into the address bar.

Y

ps:#ctx.calgary.cﬂ - @ Blank Page

File Edil |[e)

|Addr

ﬁ = L=t @ = Page~w Safety> Tools~ '@"ﬂ

Information

e This URL address must be used every time you want to access The City of
Calgary Citrix portal.

e For easy access in the future, you can save the address to your browser
Favourites.

Page 25




Step 22. Press [Enter] on your keyboard.

Information e The City of Calgary Citrix Portal screen will appear.

e This screen will prompt you to log in, using your Username, Password and
SecurelD PASSCODE.

Jie 2ll © https://ctx.calgary.ca/vpn/indexhtml £~ @ O X | O Citrix Access Gateway

File Edit View Favorites Tools Help & Convert + [0 Select

’,’l\ ~ B - [ @ v Page~ Safety~ Tools~ 9'3:6

for instructions.

Page 26




Information

Your City of Calgary network user name must be entered in the User name
field.

This is the same user name entered when logging into your City Computer.

vpn/index.html P-a@acXx @ Citrix Access Gateway
File Edit View Favorites Tools Help %Con\rer‘c - t_\?Se\ect
(IR B ~ [ mn v Pagev Safetyv Toolsw Qv i

Welcome

Flease log on to continue.

for instructions.
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Information e Your City of Calgary network password must be entered in the Password
field.

e This must match the password used when logging into your City Computer.

. | @ https://ctx.calgary.ca/vpn/index.html L-~acx @ Citrix Access Gateway

File Edit View Favorites Tools Help '&E—Cnnver‘t - ESe\e(t
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Information

The Secure ID PASSCODE is a combination of the following:
Your secret PIN + a secure Passcode.

The Passcode is unique and continually changes for security purposes. You
will be texted a new passcode every time you log in, or you may enter it from
your RSA fob if you have one.

_. @ https://ctx.calgary.ca/vpn/index.html LP~-acXx @ Citrix Access Gateway

File Edit View Favorites Tools Help %Con\rert - E_ESeIect
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Information | When logging in for the first time, you must enter a temporary PIN of "1234" into the
SecurelD PASSCODE field, as shown here.

g O nttps://ct.calgary.ca/vpn/index html L~ @ G X | O Citrix Access Gateway
File Edit View Favorites Tools Help %Conver‘t - b_? Select
M v B v [ @ v Pagev Safetyv Toolsv @v [

Welcome
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oIl USERNAME
1234

T
g

Log Of

for instructions.
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Information

You will then need to click the Log On button.

g_\ @ https://ctx.calgary.ca/vpn/index.html L-acx @ Citrix Access Gateway

File Edit View
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Favorites  Tools  Help %Con\rer‘t - ﬁSeIect
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The City of Calgary C|tr|x PO rtal

Welcome

Fi continue.

USERNAME

S 1734

Tog On

for instructions.

Page 31



Information | 1. Next, you will be prompted to change the temporary PIN to a 4 to 8 digit PIN
(numbers only) in the Enter a new PIN field, and then Submit.

2. You will need to re-enter the PIN in the Please re-enter new PIN: field and then
Submit.

3. If the PIN is the correct length and matches, a PIN Accepted message will appear.

Note: Once your PIN is set up, you will continue to use this PIN every time you log in.

__ @ https://ctx.calgary.ca/vpn/index.html P-acx @ Citrix Access Gateway

File Edit View Favorites Tools Help %Con\rer‘t - EjSeIect
- B ~ & e v Pagew Safety~v Tools v gv;:c

fior instructions.
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Information Once these steps are complete, you must close all browser windows and
re-open a new browser window.

P-eXx @ Blank Page

File Edit View Favorites Tools Help X @gConvert v [B) Select
o~ v ] g v Pagev Safetyr Tools+ @@~ Al

Page 33



Step 23.

Click in the browser's address bar.

(& Blank Page

File Edit View Favorites Tools Help x %Convert v [0 Select
- v [ fm v Pagew Safety~ Tools~ @~ &l
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Step 24. Enter "https://ctx.calgary.ca" into the address bar.
& https://cte.calgary.cq P-3x & Blank Page
File i
f - § @ | Add

Page 35




Step 25.

Press [Enter] on your keyboard.

Information

The City of Calgary Citrix Portal screen will appear.

@ https://ctx.calgary.ca/vpn/index.html P~-adx @ Citrix Access Gateway
File Edit View Faverites Tools Help %Con\rert hd E_E Select
- B ~ [ % ~ Pagev Safetyv Tooksw ﬂv i

Welcome
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Information IF YOU HAVE A RSA SecurlD fob, follow the steps below. OTHERWISE
continue to next step.

1. Enter your Username
2. Enter your Password.

3. In the SecurelD PASSCODE field, enter your new PIN immediately
followed by the passcode currently showing on your RSA tab.

4. Click Log On.

Information IF YOU DO NOT HAVE a RSA SecurlD fob, follow the steps below.

1. Enter your Username.

2. Enter your Password.

3. Inthe SecurelD PASSCODE field, enter your new PIN.
4. Click Log On.

5. You will be presented with an Additional Information Required screen
asking for a token code.

6. A text message will arrive to the cell phone number you provided, with
an On-Demand token code.

7. You must open the message to see the token code contained in the
message, and will have to enter it in the applicable field.
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Information e Once you log on, you will be taken to the Citrix application portal,

shown here.

e The application will show your published Citrix applications.

File Edit View Favorites Tools Help @& Convert ~ [0 Select
Y v B v & M v Pagev Safetyr Tools~ @+ [

Applications

logged on 2= AABDEEN Log Off | Reconnect | Disconnect

k‘) The City of Calgary

N

Selectview: Jeons v [ Refre *

Information

While you are working within the Citrix portal, this portal window must be kept open at
all times.
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Step 26. You may access applications contained within the folders.

For example, click the Office Applications button.

P-racx (2 Citrix XenApp - Applications
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Step 27. | To return to the main menu,

Click the Main link.

File Edit View Favortes Tools Help %Con\rer‘t - ESelect
il B ~ ] e=m v Pagev Safety~ Tools~ ﬂv 4%
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Step 28. To access your network folders,

Click the Windows Explorer icon.

File Edit View Favortes Tools Help %Con\rer‘t - ﬁgelect

o~ El -~ [ mm ~ Page~ Safety~ Tools~= ﬂv ©
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Information | A new Windows Explorer window will open with all the network drives to which you
have access.
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Step 29. Click the Address drop down to see a list of your network drives.

X %Conver‘t A @Select
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Step 30. | To close the window,

Click the close window button.
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Information | You may change how you would like to view the applications, by using the Select
view drop down.

File Edit View Favorites Tools Help %Conuert hd ESeIect
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Step 31. To view additional applications,

Click the Support Tools link.

File Edit View Favorites Tools Help %Convert - ESeIect
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Step 32. Click the Main link to return to the main menu.
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Step 33.

Once you are ready to log off your Citrix session,

Click the Log Off link.

File Edit View Favorites Tools Help @& Convert ~ [ Select

fi v 8 ~

o v Pagev Safetyv Toolsv @~ il
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Information | As indicated, the browser window must also be closed once you have logged off from

your Citrix session.

! % & https://ct.calgary.ca/Citrin/XenAppl/auth/loggedoutaspxy O ~ @ ¢ X

= Citrix Xen&pp - Logged Off

File Edit View Favorites Tools Help 'G?._:'Convert - ESelect

”-’;\ - G = [5] mm » Page~w Safety~> Tools~ ﬂvg‘é

The City of Calgary Cltl’l)( P tal

awe successfully logged off from the Web site.

For security rezsons, you must chose this browser window. To log on 3gain, restart your browser.
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Step 34. Click the Close Tab button on the browser window.

2 hitps://cte.calgary.ca/Citrix/XenfAppl/auth/loggedoutaspx O - i@ & X |} & Citrix XenApp - Logged O

File Edit View Favorites Tools Help %Conver‘t - EjSeIect

&5~ B - =] @ v Page~ Safety~ Tools~ ﬂvajb

Information | You have successfully completed reviewing this document on how to set up and log in to
your Citrix account as a new Citrix user.

End of Procedure.
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